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& Setting up Wireshark with AirPcap

& Capturing WLAN data

4 WLAN Management, Control & Data Frames
& WLAN Frame Formats

& Analyzing: Client can not associate

4 Analyzing: Roaming problems

& Analyzing: Throughput issues

& Multiple -Input, Multiple -Output (MIMO)
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Creating a WLAN profile

B The Wireshark Network Analyzer s —

EileF View Go Capture Analyze Statistics Help
=T} Copy > “ R & | ol BBl MR 3% | B

Filtel ® Find Packet.. Ctri+F ~ Expression.. Clear Ap [
E E Clear A : : : e
Find Next Cirl+N i Wireshark: Configuration Profiles
Find Previous Crl+B -Edit——Configuration Profiles
Mark Packet (toggle) Ctri+M Default
I Find Next Mark Shift+Ctrl+MN
Find Previous Mark Shift+Ctrl+B WLAN
Mark All Packets New
Unmark All Packets /7
)/
& Set Time Reference (toggle) Cirl+T .
I Find Next Reference 3 Vel’lfy SeleCtEd
| Find Previous Reference PI’OfIle
Configuration Profiles... Shift+Ctri+A
# Preferences... “X
2 Sel ect

and enter name

.

aConfi
- / i
| Ready to load or capture | Mo Packets | Profile: WLAN J +
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The Wireless Toolbar

WLAN Beacon.pcap - Wireshark

File Edit BUETN Go Capture Analyze  Statistics Help

SO i 8 Revso272/EBBEB aaan EgBEx @

v Filter Toolbar

Filter: |_| Wireless Toolbar » D Expression... Clear apply
v Statushar
& irPCap Intel v Packet List r FCS Filter: > | Decryption Made: = Wireless Settings... Decryption Keys...
Mo, . Sao ¥ PacketDetails S51 | Protocal Info
v Packet Bytes 5 Beacon frame,SN=9,6FN=0,BI=100, SSID: "LNSWLAN", Name: "
2 ci| Time Display Format *b0 d IEEE 802.11 Beacon frame,SN=10,FN=0,BI=100, SSID: "LNSWLAN", Name:
3 cj| MNameResolution *61 d IEEE 802.11 Beacon frame,SN=11,FN=0,BI=100, SSID: "LNSWLAN", HName:
4 cj| v Colorize Packet List 19 d IEEE 802.11 Beacon frame,SN=12,FN=0,6BI=100, SSID: "LNSWLAN", Name:
| ¥ Auto Scroll in Live Caphure |
5 Ci bl d IEEE 802.11 Beacon frame, SN=13,FN=0,BI=100, SSID: "LNSWLAN", Name:
6 ci|® ZoomIn Crl+ h9 d IEEE 802.11 Beacon frame,K SN=14,FN=0,6BI=100, SSID: "LNSWLAN", Name:
7 cigizfrr:alg;tize Cct:l: 50 d IEEE 802.11 Beacon frame,SN=15,FN=0,BI=100, SSID: "LNSWLAN", Name:
8 Cil 7 racis all Columns 19 d IEEE 802.11 Beacon frame, K SN=16 ,FN=0,BI=100, SsSID: "LNSWLAN", Name:
9 Ci 6l d IEEE 802.11 Beacon frame, K SN=17 ,FN=0,BI=100, SSID: "LNSWLAN", Name:
< Expand all
Callapse All

Not strictly ordered
Dur/| B Coloring Rules...

Des| sShow Packet in New ywindow cast (ff:ff:ff:ff:ff:£ff)
Soul % Reload _W'*R £:60 (00:0£:24:11:1£:60)
BSS Id: Cisco 11:1f:60 (00:0f£:24:11:1f:60)
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The Wireless Toolbar

WLAN Beacon.pcap - Wireshark

File Edit Yiew Go Capture pnalyze Statistics Help

C >@ x %8/ Bes»FiEBEaaan FnE x| 8
Eilber:l  Expression... Clear Apply

AirPcap Interface: #00 | 802,11 Channel: vl FCS FiIiJE!r: - | Decryption Mclde: - Wireless Settings... Decryption Keys..,

Mo, . | Source Destir SI | Profocol Infa

l Cisco 11:1f:60 Bro

Beacon frame,SN=9,FN=0,BI=100, SSID: "LNSWLAN",

2

3
2 Cisco_11:1£:60 Bro|, Beacon , , , , "LNSWLAN',
3 Cisco_11:1£:60 Bro|s d IEEE 802.11 Beacon frame,SN=11,FN=0,BI=100, SSID: "LNSWLAN'",
4 Cisco_11:1£:60 Bro|s {JIEEE 802.11 Beacon frame,SN=12,FN=0,BI=100, SSID: "LNSWLAN",
5 Cisco_11:1£:60 Bro|’ L 802.11 Beacon frame, SN=13,FN=0,BI=100, SSID: "LNSWLAN'",
6 Cisco_11:1£:60 Bro|® b Q2.11 Beacon frame,SN=14 FN=0,BI=100, SSID: "LNSWLAN',
7 Cisco_11:1£:60 Bro ?D I Beacon frame,6 SN=15,FN=0,BI=100, SSID: "LNSWLAN',
8 Cisco_11:1£:60 Bro|,, b d IEEE ,SN=16 ,FN=0,BI=100, SSID: "LNSWLAN",
9 Cisco_11:1£:60 Bro|;; L ,FN=0,BI=100, SSID: "LNSWLAN'",

< 13

0... .... = Orde:éq—.l.—.rq*g—.— Channel number

Duration: 0
A Channel number can be changed during capturing
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The Wireless Toolbar

WLAN Beacon.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics Help

5 @ e > B x % 8/R«s»7F 2 EE Qb d§yE x|
Eilter:l * Expression... Clear Apply
AirPcap Interface: #00 | 802,11 Channel: * | FCS Filter: * | Decryption Mode: - Wireless Settings,.. Decryption Keys..,
Mo. .  Source Diestination RSSI  Protocal [&ll Frames Mone
SCo 60 Broadca d lcon frame, 0,BI=100, SSID: "LNSWLAN",
2 cisco 11:1£:60 Broadcast 50 d IEEp/IvaldFrames lcon frame,|Driver =0,BI=100, SSID: "LNSWLAN",
3 Cisco_11:1£:60 Broadcast 51 E 802.11 Beacon frame,SN=11) 0,BI=100, SSID: "LNSWLAN',
4 Cisco_11:1f£:60 Broadcast IEEE 802.11 Beacon frame,SN=12, ,BI=100, SSID: "LNSWLAN',
5 Cisco_11: : a d IEEE 802.11 Beacon frame,SN=13, BI=100, SSID: "LNSWLAN',
6 Cis 49 d IEEE 802.11 Beacon frame,SN=14, 100, SsSID: "LNSWLAN',
7 Show frames d IEEE 802.11 Beacon frame,SN=15,FN=0) , 8SID: "LNSWLAN",
8 with or without d IEEE 802.11 Beacon frame,SN=16,FN=0, SSID: "LNSWLAN",
9 FCS errors d IEEE 802.11 Beacon frame,SN=17,FN=0 SSID: "LNSWLAN',
— ™~
0... .... = Oorder flag: Not strictly ordered o
Duration: 0 Decryption in
Destination address: Broadcast (ff:ff:ff:ff:ff:ff) Wireshark or in
Source address: Cisco_11:1f:60 (00:0£:24:11:1£:60) Driver
BSS Id: Cisco_11:1f:60 (00:0£:24:11:1f:60)
Fragment number: 0
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Decryption Modes

A None: no decryption - use if packets
are not encrypted or if key is not
available

A Wireshark: decryption in Wireshark &
use in combination with display
filtering

A Driver: decryption in AirPcap driver 8§
use in combination with capture
filtering only

S\
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The Wireless Toolbar

WLAN Beacon.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics Help

= B x % &R« o»F 2 /(EE QD @§¥HE x| @
Eilter:l * Expression... Clear Apply
AirPcap Interface: #00 | 802,11 Channel: * | FCS Filter: * | Decryption Mode: - Wireless Settings,.. Decryption Keys..,
Mo. . Source Destination RSSI  Protocol Info
0 60 Broadcas d 80 Beac 0,BI=100, SSID: "LNSWLAN",
2 Cisco_11:1f£:60 Broadcast 50 d IEEE 802.11 Beacon frame, SH=10" FN=0,6BI=100, SSID: "LNSWLAN",
3 Cisgo 11:1f:60 Broadcast 51 d TEEE 802.11 Beacon frame SN=11,FN=0,BI=100, SSID: "LNSWLAN",
4 Cis i Advanced Wireless Settings sl » . 12,FN=0,BI=100, SSID: "LNSWLAN',
5 Cis 13,FN=0,BI=100, SSID: "LNSWLAN'",
6 Cis|| [Interface 14 ,FN=0,BI=100, SSID: "LNSWLAN",
7 Cis AirPcap Multi-Channel Aggregator 15,FN=0,BI=100, SSID: "LNSWLAN'",
8 Cis 16 ,FN=0,BI=100, SSID: "LNSWLAN',
9 Cis 17,FN=0,BI=100, SsSID: "LNSWLAN',
-Basic Parameters
<
0 Channel: 2462 [BG 11], 2437 [BG| ~ Include 802.11 FCS in Frames {%
Dura Channel Offset: |0 i
Dest(| | Capture Type: =__ccccitar Allframes | v | -
cour = Include Radio header
| ] — . .
psS ook [avpin) (o] to allow filtering on
Fragi — — — channel numbers
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The Wireless Toolbar

WLAN Beacon.pcap - Wireshark

File Edit Yiew Go Capture Analyze Statistics Help

B @ o B x % &R« o»F 2 /(EE QD @§¥HE x| @
Eilter:l * Expression... Clear Apply
AirPcap Interface: #00 | 802,11 Channel: * | FCS Filter: * | Decryption Mode: - Wireless Settings,.. Decryption Keys..,
Mo, . | Source Destination RSSI | Protooaol Info
» Al Broadcdcas - =0 Beacd = E u ¥ B § . "LHSHLAH",
2 Cisco_11:1f:60 Broadcast 50 d IEEE 802.11 Beacon frame, SN=10 ENst =& | sID: "LNSWLAN',
3 Cisco_11:1£:60 Broadcast 51 d IEEE 802.11 Beacon frame SH=1ll FHi=0 Bi=180  5SID: "LNSWLAN",
4 Cisco_11:1f:60 Broadcast 49 d IEEE 802.11 Beacon frame K SNH=12 FN=0 BI=100 'SSID: "LNSWLAN'",
5 Cisco_11:1f:60 Broadcast 51 d IEEE 802.11 Beacon frame,6 SN=13 FN=0 BI=100,  SSID: "LNSWLAN",
6 Cisco_11:1f:60 Broadcast 49 d IEEE 802.11 Beacon frame,6 SN=14 FN=0, 6BI=100, SSID: "LNSWLAN",
7 Cisco_11:1f:60 Broadcast 50 d IEEE [ Decryotion Key Management 3 || SSID: "LNSWLAN",
8 Cisco_11:1f:60 Broadcast 49 d IEEE , SSID: "LNSWLAN',
9 Cisco_11:1f:60 Broadcast 51 d IEEE | [Decryption Keys , SSID: "LNSWLAN',
< Mone BSelectDecryptiDn Mode
0... .... = order flag: Not str e G LD New
Duration: 0 [ WEP  1234abcdef
. . WEP  123456789012345¢
Destination address: Broadcast (ff WPA-PWD thisismypassword LNSWLAN
Source address: Cisco_11:1f:60 (OC WPA-PSK  1234567890ABCDI
BSS Id: Cisco_11:1f:60 (00:0£:24:1 Fr—
Fragment number: 0
[ QK H Apply H Cancel ]
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Decryption Keys

A Wireshark supports decryption of WEP, WPA1 and WPA2 with
static shared keys:

A WEP Key formats:

Keys
light * 5 ASCIl Character 5x8bit = 40 + 24 bit IV = 64 bit Key
1234ABCDEF 10 HEX Character 10x4bit = 40 + 24 bit IV = 64 bit Key

lightningstar * 13 ASCII Character 13x8bit = 104 + 24 bit IV = 128 bit Key
123456..ABCDEF 26 HEX Character 26x4bit = 104 + 24 bit IV = 128 bit Key

* Wireshark does not support text entries for WEP keys, use a Text -to-HEX
converter like www.swingnote.com/tools/texttohex.php
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Decryption Keys

A Some clients (like Windows
XP or VISTA) allow WEP key
entries in text (ASCII) format
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